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What is Model Checking?

8 System Verification

derlying algorithms and data structures, together with the availability of faster computers
and larger computer memories, model-based techniques that a decade ago only worked for
very simple examples are nowadays applicable to realistic designs. As the startingpoint
of these techniques is a model of the system under consideration, we have as a given fact
that

Any verification using model-based techniques is only
as good as the model of the system.

Model checking is a verification technique that explores all possible system states in a
brute-force manner. Similar to a computer chess program that checks possible moves, a
model checker, the software tool that performs the model checking, examines all possible
system scenarios in a systematic manner. In this way, it can be shown that a given system
model truly satisfies a certain property. It is a real challenge to examine the largest possible
state spaces that can be treated with current means, i.e., processors and memories. State-
of-the-art model checkers can handle state spaces of about 108 to 109 states with explicit
state-space enumeration. Using clever algorithms and tailored data structures, larger state
spaces (1020 up to even 10476 states) can be handled for specific problems. Even the subtle
errors that remain undiscovered using emulation, testing and simulation can potentially
be revealed using model checking.
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Figure 1.4: Schematic view of the model-checking approach.

Typical properties that can be checked using model checking are of a qualitative nature:
Is the generated result OK?, Can the system reach a deadlock situation, e.g., when two



Model Checking process

M ⊧ Φ?



Model Checking process

M ⊧ Φ?
• Modelling phase:

• model the system under consideration using the model description language of the 
model checker at hand;

• as a first sanity check and quick assessment of the model perform some simulations;
• formalise the property to be checked using the property specification language.



Model Checking process

M ⊧ Φ?
• Modelling phase:

• model the system under consideration using the model description language of the 
model checker at hand;

• as a first sanity check and quick assessment of the model perform some simulations;
• formalise the property to be checked using the property specification language.

• Running phase: 
• run the model checker to check the validity of the property in the system model.



Model Checking process

M ⊧ Φ?
• Modelling phase:

• model the system under consideration using the model description language of the 
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• as a first sanity check and quick assessment of the model perform some simulations;
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• Running phase: 
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• Analysis phase:
• property satisfied? → check next property (if any);
• property violated? →

1. analyse generated counterexample by simulation;
2. refine the model, design or property;
3. repeat the entire procedure.

• out of memory? → try to reduce the model and try again.
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• Sound and mathematical underpinning, based on theory of graph algorithms, data 
structures and logic.



Strengths and Weaknesses



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);

• Checks only requirements actually stated, i.e. no guarantee of completeness, 
since the validity of properties that are not checked cannot be judged;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);

• Checks only requirements actually stated, i.e. no guarantee of completeness, 
since the validity of properties that are not checked cannot be judged;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);

• Checks only requirements actually stated, i.e. no guarantee of completeness, 
since the validity of properties that are not checked cannot be judged;

• Suffers from state space explosion problem: the number of states needed to model 
the system accurately may easily exceed the amount of available computer memory 
(despite the development of several very effective methods to combat this problem, 
models of realistic systems may still be too large to fit in memory);



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);

• Checks only requirements actually stated, i.e. no guarantee of completeness, 
since the validity of properties that are not checked cannot be judged;

• Suffers from state space explosion problem: the number of states needed to model 
the system accurately may easily exceed the amount of available computer memory 
(despite the development of several very effective methods to combat this problem, 
models of realistic systems may still be too large to fit in memory);



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);

• Checks only requirements actually stated, i.e. no guarantee of completeness, 
since the validity of properties that are not checked cannot be judged;

• Suffers from state space explosion problem: the number of states needed to model 
the system accurately may easily exceed the amount of available computer memory 
(despite the development of several very effective methods to combat this problem, 
models of realistic systems may still be too large to fit in memory);

• Its usage requires some expertise in finding appropriate abstractions to obtain 
smaller system models and to state properties in the logical formalism used;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);

• Checks only requirements actually stated, i.e. no guarantee of completeness, 
since the validity of properties that are not checked cannot be judged;

• Suffers from state space explosion problem: the number of states needed to model 
the system accurately may easily exceed the amount of available computer memory 
(despite the development of several very effective methods to combat this problem, 
models of realistic systems may still be too large to fit in memory);

• Its usage requires some expertise in finding appropriate abstractions to obtain 
smaller system models and to state properties in the logical formalism used;



Strengths and Weaknesses
• Mainly appropriate to control-intensive applications and less suited for data-intensive 

applications as data typically ranges over infinite domains;

• Applicability subject to decidability issues: for infinite-state systems or reasoning 
about abstract data types (which requires undecidable or semi-decidable logics), 
model checking is in general not effectively computable;

• One verifies a system model, and not the actual system (product or prototype) itself: 
any obtained result is thus as good as the system model (need complementary 
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW);

• Checks only requirements actually stated, i.e. no guarantee of completeness, 
since the validity of properties that are not checked cannot be judged;

• Suffers from state space explosion problem: the number of states needed to model 
the system accurately may easily exceed the amount of available computer memory 
(despite the development of several very effective methods to combat this problem, 
models of realistic systems may still be too large to fit in memory);

• Its usage requires some expertise in finding appropriate abstractions to obtain 
smaller system models and to state properties in the logical formalism used;

• Correct results not guaranteed: as any other tool, it may contain software defects;


